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Law is what you must do; policy is what you should do. 
With regard to country-of-origin bans on technology, ei-
ther one has the effect of the proverbial hammer. Of late, 
the U.S. government has been wielding that hammer con-
sistently against China in what amounts to an all-out tech 
war. The most visible fronts have involved Huawei, ByteD-
ance (TikTok), and TenCent (WeChat). However, a less-
er-known conflict relating to the commercial drone sector 
involves Da Jiang Innovations (DJI), a Chinese technology 
company headquartered in Shenzhen, Guangdong. It is 
a three-pronged assault based on cybersecurity, national 
security, and human rights concerns. Will the U.S. com-
mercial drone ecosystem get hammered in this conflict?

  THE CHINESE DRONE MARKET
 
To understand the common operational picture, context 
matters. The U.S. federal government has been using 
Chinese drones extensively. The Department of the 
Interior (DOI) was using them for wildfire tracking.349 
The Department of Agriculture was using them to 
research farming progress out West.350 The Department 
of Transportation uses drones for data collection.351 
The Department of Homeland Security (DHS) had been 
using DJI drones for law enforcement investigations, 
surveillance of drug routes along the coast, and other 
sensitive missions.352 Finally, the Department of Defense 
(DOD) employs small drones for various military purposes.

Drones are ubiquitous and becoming even more so. In 
the United States, current drone registrations with the 
Federal Aviation Authority (FAA) have already outpaced 
the agency’s 2023 projections.353 Further, beyond the U.S. 
federal market, drones are a big business. The global 
commercial drone market is currently worth USD 22.5 
billion and is projected to reach USD 42.8 billion by 
2025.354 

The overwhelming majority of those drones are made by 
DJI. Specifically, DJI drones account for approximately 
70 percent of the total commercial drone market.355 

Commercial drone uses include construction, energy, 
infrastructure inspections, agriculture, media and 
entertainment, telecoms, mining, and mapping, to name a 
few. DJI products account for the lion’s share of the public 
safety drone market too, comprising 91 percent of the 
drones being used in that sector.356 

Public safety agencies, including law enforcement 
entities, are using them for a host of purposes, such as 
crime scene investigation, hazardous materials response, 
damage assessment, incident command and control, 
mapping, target searches, special teams support, training, 
and COVID-19 applications (e.g. public information 
and decontamination). With regard to the last, after the 
pandemic hit, in the spring of 2020, DJI gave away 100 
drones to 43 different law enforcement agencies across 
22 states to assist with coronavirus response efforts. This 
elicited a bipartisan outcry from Congress.357 

  CYBERSECURITY CONCERNS

In 2017, the U.S. Army went on the offensive against 
DJI when it issued a memo to its troops to “cease all 
use, uninstall all DJI applications, remove all batteries/
storage media from devices, and secure equipment 
for follow on direction.”358 The U.S. Navy and Air Force 
followed suit, ultimately leading to a comprehensive DOD 
policy ban in 2018.359 Multiple other federal agencies 
instituted similar policy bans, including the DOI and 
Department of Justice (DOJ).360 Others tethered grant 
money to additional reviews of the drone’s country of 
origin.361 Contemporaneously, the DHS office responsible 
for protecting critical infrastructure, the Cybersecurity 
and Infrastructure Security Agency (CISA), sounded 
the alarm across the industry, warning of “the cyber 
and data security risks associated with information or 
communications technologies designed, manufactured, 
or sold by commercial enterprises operating under the 
control or influence of a foreign authoritarian state.”362 
Espionage and theft of proprietary information were 
referenced as the primary associated risks. 

The Executive upped the ante yet again in June 2019, 
when President Donald Trump issued a finding under 
the Defense Production Act (DPA) that small unmanned 
aircraft systems (sUAS) production is critical to U.S. 
national security. This sparked a pivoting of both efforts 
and resources to a made-in-the-U.S.A. drone focus.363 

Two months later on the legislative side, Congress 
codified the DOD ban into law in Section 848 of the 
Fiscal Year 2020 National Defense Authorization Act 
(FY20 NDAA). This culminated in a Defense Innovation 
Unit project, the Blue sUAS list, through which five 
companies’ drones were placed on the General Services 
Administration list for federal purchase.364 

In March 2020, the American Security Drone Act (ASDA, 
SB 2502) flew through the Senate Homeland Security 
and Governmental Affairs Committee with unanimous 
bipartisan support. This proposed law would have banned 
federal agencies from acquiring Chinese drones and 
drones made with Chinese components and prohibited 
the use of federal grant money to buy Chinese drones 
or drone components. At the close of 2020, the ASDA 
inexplicably stalled in the conference version of the bill.365

In early 2021, a bipartisan group reintroduced an updated 
version of the ASDA in the 117th Congress.366 This newest 
iteration largely tracks its predecessor. It would, with 
limited exceptions, prohibit the federal government from 
purchasing, operating, doling out federal funds, or using 
the government-issued purchased cards to buy “covered 
unmanned aircraft systems (UAS) from covered foreign 
entities.”367

While reasonable minds can differ on the nature and 
extent of cybersecurity concerns associated with Chinese 
drones, there is general agreement that vulnerabilities 
exist. In July 2020, The New York Times reported on the 
collaborative research findings of U.S.-based GRIMM and 
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French-based Synacktiv, 
analyzing the privacy and 
security vulnerabilities of 
the Android DJI GO 4 app 
used to fly DJI drones.368 
Although code for the app 
was heavily obfuscated 
and difficult to analyze, 
researchers found issues: the 
app circumvents GooglePlay 
Store rules by directly 
providing updates outside 
of the store and without 
user knowledge, the app 
continues running and can 
restart itself when closed 
unless the user force quits 
it, and it allows a Chinese 
social media (Weibo) 
software development kit 
(SDK) interface to collect 
private user identifiable 
information that could be 
correlated down to the user 
level.369 

While the study revealed no 
actual evidence that code 
is arbitrarily being executed 
on drone operators’ phones, 
the possibility for this to 
occur exists. And there is 
precedent for such activity 
as China has previously 
hacked the Office of 
Personnel Management, 
Marriott, and Anthem.370

In early 2021, even before this GRIMM news, River Loop 
Security, a company which specializes in solving complex 
cybersecurity challenges in the Internet of Things and 
embedded devices space, published an analysis of DJI’s 
Mimo app. This app connects the handheld DJI Osmo 
series of action cameras through the user’s mobile phone 
to upload content to DJI-owned servers hosted in China.

Among other findings, they identified that the DJI Mimo 
app:

1. Uses libraries that request personal data about users’ 
religious and political affiliation, as well as security 
settings from connected social network APIs

2. Sends data through insecure means to servers behind 
the Great Firewall of China, where it is accessible to 
the Chinese Government

3. Requests from users (via the operating system) 
access to fine and coarse location data, the ability to 
manipulate WiFi state, read SMS messages, and read 
logs

4. Fails to meet basic security practices for users’ data, 
leading to potential disclosure or modification in 
transit

5. Terms of Use Agreement allows user data to be 
shared with the Chinese Government

6. Even without user 
consent, sends sensitive 
information via unsecured 
means to third-party 
servers, where the Terms of 
Use Agreement supports 
cooperation with the 
Chinese Government371

DJI disputes these claims 
and points to a March 2020 
Booz Allen Hamilton (BAH) 
study of U.S. government-
specific DJI drones. In the 
end, the BAH conclusion 
was consistent with the 
GRIMM report—there were 
indeed information-access 
vulnerabilities, but “no 
evidence that any actual 
data has been passed 
back based on these 
vulnerabilities.”372 

That said, information is 
power. Cyber vulnerabilities 
can, in fact, open doors 
to access data, which can 
then be exploited through 
the application of Chinese 
law. China’s National 
Intelligence Law, enacted 
on June 27, 2017, was 
part of a cluster of laws to 
allegedly tighten national 
security. Others include 
Cybersecurity (2016, which 

went into effect on June 1, 2017), Counterespionage 
(2014), National Security (2015), Counterterrorism (2015), 
Foreign Non-Governmental Organization Management 
(2016), Ninth Amendment to the PRC Criminal Law (2015), 
and Management Methods for Lawyers and Law Firms 
(both 2016, which punish statements or actions deemed 
to threaten national security).373 As a group, these laws 
require affirmative legal duties for Chinese and, in some 
cases, foreign citizens, companies, or organizations 
operating in China. Specifically, these entities are charged 
with providing access, cooperation, or support for 
Beijing’s “intelligence-gathering activities,” a term that is 
purposefully undefined in the law.374 

Reportedly, the actual implementation of these laws is 
“messy in practice.”375 As Chinese companies have an 
interest in guarding their own intellectual property and 
global reputation, they sometimes publicly resist. One 
example is when Alibaba refused to turn over credit 
information to the People’s Bank of China.376 The concern 
is that such resistance, feigned or real, is required at all.

  HUMAN RIGHTS VIOLATIONS

Just as the ASDA hit the chopping block in Congress, 
in what might be an impeccably timed coincidence, 
the Department of Commerce’s Bureau of Industry and 
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Security (BIS) blacklisted DJI. This action was not based on 
cybersecurity or national security concerns, but rather on 
the company’s human rights violations.

Specifically, in December 2020, the BIS added DJI to the 
economic blacklist or Entity List. This is part of the Export 
Administration Regulations that control the flow of the 
U.S. items, technology, and source code to individuals, 
organizations, and companies by requiring additional 
licensure to export, reexport, or transfer (in-country) when 
a listed entity is a party to the transaction.377 All of these 
terms are nuanced, yet broad enough to preclude even 
basic interactions with listed entities, absent a special 
license. The challenge for both U.S. companies and DJI 
is that there is a presumption of denial for these license 
applications. 

The standard for inclusion on the Entity List is “reasonable 
cause to believe, based on specific and articulable facts, 
that the entities have been involved, are involved, or 
pose a significant risk of being or becoming involved in 
activities contrary to the national security or foreign policy 
interests of the United States.”378 The official rationale 
for placing DJI on this list was the company’s alleged 
“[enabling of] wide-scale human rights abuses within 
China through abusive genetic collection and analysis 
or high-technology surveillance, and/or [facilitating] the 
export of items by China that aid repressive regimes 
around the world, contrary to U.S. foreign policy 
interests.”379 DJI reportedly supplied drones to the 
Chinese government so that it could monitor detention 
camps throughout Xinjiang province.380 Notably, Huawei 
had previously been placed on the Entity List.381 License 
application reviews took more than six months and any 
approvals granted are not transparent.

While DJI’s inclusion on the blacklist will remain a 
stumbling block to exchanges of items, technology, 
and source code, it does not constitute a prohibition on 
buying or using DJI drones in the short-term.
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  NATIONAL SECURITY CONCERNS

As members of Congress were introducing the ASDA of 
2021, the Executive was putting pen to paper as well. Just 
two days prior to the end of his administration, on January 
18, 2021, President Donald Trump issued Executive Order 
on Protecting The United States From Certain Unmanned 
Aircraft Systems (UAS) to “prevent the use of taxpayer 
dollars to procure UAS that present unacceptable risks 
and are manufactured by, or contain software or critical 
electronic components from, foreign adversaries, and to 
encourage the use of domestically produced UAS.”382 

The executive order requires federal agencies, within 
60 days, to review their “authority to cease” procuring, 
funding, or contracting the “covered UAS” of foreign 
adversaries. And it defined foreign adversaries as China, 
North Korea, Iran, Russia, and any other foreign nation, 
foreign area, or foreign non-government entity that the 
Secretary of Commerce determines engages, “in long-
term patterns or serious instances of conduct significantly 
adverse to the national or economic security of the United 
States.”383
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  THE FUTURE

With a new administration at the helm, the question is 
whether or not we should expect a truce in the tech war 
with China. Given President Biden’s plan to “Ensuring 
the Future is Made in All of America by All of American’s 
Workers,” perhaps a softer approach is unlikely.384 Here 
are some questions that may be answered in 2021:

• Will the 117th Congress pass the newest iteration of 
the ASDA?

•  
• Will federal drone policy bans and grant requirements 

dissipate, remain steady, or further proliferate?
• 
• Will federal drone acquisition funding no longer be 

available for Chinese made drones?
• 
• Will the five Blue sUAS companies step up production 

so as to overcome the Chinese drone giant before the 
commercial drone industry collapses upon itself? 

• 
• Will DJI remain on the economic blacklist?
•  
• If so, will the downstream supply chain impacts topple 

the Chinese drone giant’s market supremacy? 

All of this remains to be seen. In the meantime, for 
the average drone user, it’s business as usual. For the 
companies on the front lines of the global commercial 
drone ecosystem, not so much. 
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