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In 2017, leaders of the U.S. Intelligence Com-
munity warned that “more than 30 nations are devel-
oping offensive cyberattack capabilities.”! This means
that more than 30 countries may be conducting hacking
operations as a method for surveillance, disruption, or
destruction. Unregulated cyber surveillance and cyberat-
tacks by government actors can pose risks not only to a
government’s foreign adversaries, but also to its own cit-
izens. Thus, as the United States and other nations work
to enhance their own offensive cyber capabilities, as
well as to develop strategies to defend against potential
attacks, it is critical that these countries establish legal
regimes to govern such conduct in cyberspace. Although
Germany has established a legal framework to regulate
government hacking activities,” few countries have done

so.?

To bring government hacking operations within the
rule of law, a crucial step is to design rules regarding

the management of vulnerabilities that governments
discover or acquire. As with other cyber actors, when
governments conduct hacking operations, this fre-
quently involves exploiting vulnerabilities in computer
hardware and software systems. But these same flaws
can also be manipulated by a government’s foreign
adversaries or other malicious actors. Therefore, when
countries consider their abilities to rely on hacking as an
investigative tool, as well as their interests in exploiting
vulnerabilities for military and intelligence operations,
they must also evaluate the capacity of information and
communications technology providers to repair bugs
and protect the cybersecurity of all users. Determining
whether to exploit a vulnerability or disclose it to a ven-
dor for patching involves balancing a variety of different
security concerns against each other.

Some countries have made progress in formalizing the
rules for making these decisions and in publicizing these
rules to promote public accountability. In November
2017, the United States released a charter governing its
Vulnerabilities Equities Process (VEP), which outlines
how the U.S. government weighs the various compet-
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ing equities.* The charter delineates which components
of the government will participate in determinations
regarding whether to disclose or retain each newly
discovered vulnerability, and it sets forth the criteria to
be used and the process to be followed in making such
assessments. One year later, the United Kingdom (UK)
announced its Equities Process, which follows a similar
approach.” Most recently, in March 2019, Australia
released its “Responsible Release Principles for Cyber
Security Vulnerabilities,”® and Germany is currently
working to develop a VEP and is expected to make
information about its process public in early 2019.”
However, as described below, the VEP procedures
revealed to date need further improvement,® and most
of the nations with offensive cyber capabilities have not
developed—or at least have not announced—any such
framework.

There are several reasons why countries should devel-
op, formalize, and publicize VEP procedures. First, as
noted above, creating a VEP is a critical step toward
bringing government hacking within the rule of law.
Much more work is needed, particularly in the United
States, to clarify and limit the authority of government
actors to engage in hacking.” Nonetheless, clear rules for
vulnerability management, transparency regarding the
decision-making process, and public reporting of statis-
tics regarding the frequency with which vulnerabilities
are disclosed and retained can help hold governments
accountable to their citizens. Second, as more countries
develop VEP procedures, this can assist nations in coop-
erating to combat the threats posed by various malicious
cyber actors and can help establish international norms.
Widespread adoption and publication of VEP rules can
facilitate information sharing among countries about
common cyber threats, as the United Kingdom has
recognized in its Equities Process document, noting that
vulnerabilities may not be subject to formal review if
they “have already been subjected to similar consider-
ations by a partner and shared with us.”'® Third, govern-
ments will benefit from formalizing decision making to
evaluate the security versus security tradeoffs involved



in handling vulnerabilities. These are not easy decisions,
and, as the “E” in “VEP” recognizes, there are many
different “equities” to be assessed in determining when
a vulnerability should be disclosed to the vendor for
patching. In particular, a VEP can ensure that the inter-
est in disclosing vulnerabilities for repair to promote the
cybersecurity of all users will receive appropriate weight
and that it will not be lost in the pressured and secretive
environment of classified conversations among a limited
number of intelligence or military officials.

This last point is worth emphasizing as a critical role

to be played by VEP procedures. Despite widespread
recognition of the cybersecurity risks posed when
governments stockpile vulnerabilities,'" there can be a
natural inclination by law enforcement, intelligence,
and military officials to press for retention and ex-
ploitation. To ensure a robust VEP that truly weighs

all relevant equities, the decision-making process must
include adequate representation from government agen-
cies or actors that will press for disclosure and repair

of vulnerabilities to promote the public’s cybersecurity.
For example, the U.S. VEP review board includes the
Department of Commerce and the National Cybersecu-
rity Communications and Integration Center, both of
which can provide a perspective focused on protecting
digital security for all users. Because different nations
vary in the structure of their cyber-related operations,
VEP procedures should be tailored to individual coun-
tries to provide for such representation. The procedures
should also ensure that the voices counseling in favor of
disclosure and repair will not be regularly drowned out
by those urging retention and exploitation.

Although the structure of VEP review boards will likely
vary from country to country, there are some critical
elements that should be included in any VED and the
U.S. VED, the UK Equities Process, and the Australian

Responsible Release Principles share certain important
features. All three documents explicitly start from the
premise that, in most cases, disclosing a vulnerability for
repair is in the country’s national interest. Promptly dis-
closing a newly discovered vulnerability to the manufac-
turer allows companies to develop patches and protect
the cybersecurity of all users. As the Australian Respon-
sible Release Principles state: “Our starting position

is simple: when we find a weakness, we disclose it.”"?
Similarly, all three processes require that any govern-
ment decision to retain and exploit a vulnerability must
be periodically reevaluated on at least an annual basis.
Governments must recognize that the vulnerabilities
they retain can also be discovered and exploited by their
adversaries, and, over time, the cybersecurity risks of
leaving vulnerabilities unpatched will continue to grow.
As stated in a recent policy paper by the German think
tank Stiftung Neue Verantwortung (SNV), VEP policies
should determine “‘when’ and ‘how’ disclosure should
occur rather than ‘whether’ and ‘if.”"?

There are also some challenges that are common to any
VEP. One difficult issue is the question of whether it
should be permissible to exclude a vulnerability from
the evaluation process based on a nondisclosure agree-
ment (NDA) with a private vendor. Many countries
obtain vulnerabilities by purchasing them from private
companies rather than through their own research,
and these vendors typically demand NDAs so they can
continue to sell the vulnerabilities to other purchasers.
Although there is little public information about the
scope of this gray market,'* the U.S. VEP explicitly
states that determinations under the process “could be
subject to restrictions by partner agreements and sen-
sitive operations.”" This exclusion of vulnerabilities
acquired under NDAs from VEP review threatens to
become an exception that swallows the rule. The U.S.
government should remove this exemption and require

United States President Barack Obama tours the National Cybersecurity and Communications Integration Center
(Pete Souza / Public Domain)

47




vulnerabilities to be assessed through the VED, regardless
of whether they were discovered by government agen-
cies or purchased from vendors. As some former govern-
ment officials involved in this process have argued, the
government could limit its purchases from vendors to
cases where it buys the exclusive rights to a vulnerability,
and it could regularly reevaluate these vulnerabilities

through the VER'¢

Finally, there is the challenge of providing transparency.
Certain information about the application of a VEP
will appropriately remain classified, such as the nature
of vulnerabilities currently being retained for exploita-
tion. But transparency—at least for the applicable rules
of the VEP and for statistical information regarding

the number of vulnerabilities considered, disclosed and
retained—is critical to the legitimacy and successful
operation of any VEP. The U.S. VEP charter requires
annual reporting, including “statistical data as deemed
appropriate,”" but the charter does not commit the gov-
ernment to providing its annual report to Congress or
the public. Similarly, the Australian Responsible Release
Principles state that the Australian Signals Directorate
submits annual reports to the Inspector-General and
the Minister for Defence, but they do not contain any
provision regarding public reporting.'® The UK Equities
Process is completely silent on the issue of transparency
reporting. A requirement for regular public reporting
should be a high-priority area for improvement to these
existing VEP procedures.

The United States, the United Kingdom, and Australia
should continue to develop and refine their vulnerabil-
ities review procedures to ensure that all newly discov-
ered vulnerabilities are considered through a robust
process that is accountable to the public. Meanwhile,
the models provided by these countries are good places
for other countries to start. As nations strive to im-
prove their cyber capabilities and grapple with how to
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best protect their populations and their resources, they
should also ensure that their actions are conducted in
accordance with the rule of law. Creating clear rules and
providing transparency about the management of vul-
nerabilities can be an important first step in this critical
effort.
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