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I think cybersecurity is
about trying to
understand what we
mean when we talk
about the “secure
Internet,” what it looks
like to have a secure
Internet, and who we
hold responsible for all
the different
components of how
you get there.
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those perpetrators, in this case military officers from the Chi‐
nese People’s Liberation Army (PLA), into jail.

JW: The question is what is the appropriate response? We
cannot really do anything after the fact to try to hold the re‐
sponsible party accountable.

FSR: In this case, is it considered economic espionage?

JW: Yes. That is what the Justice Department has called it.

FSR:China has been engaging in espionage efforts to steal
data and intellectual property. From both the corporate and
government perspective, how could we better combat such
efforts?

JW:When we talk about espionage broadly, a lot of technical
emphasis is placed on network segmentation—so that it is
harder to get access to part of the network—and monitoring
data exfiltration, which is the moment when data is leaving
the network. Then there are broader questions about what
you can do after an incident of espionage, because there are
all sorts of midpoint-interruptions. One proposal that was in‐
troduced several years ago in the U.S. Congress was the Deter
Cyber Theft Act, where the idea was that the U.S. govern‐
ment should keep a list of companies in China or anywhere
else that have stolen U.S. intellectual property and, as a result,
should be banned from doing business in the United States.
We should try to have economic consequences, because the
ultimate goal of economic espionage is economic benefit.
But, of course, there are a lot of implementation obstacles to
overcome in order to actually make that happen.

FSR: Then, if the harm is already done, is it easier for us to
target attackers during the later stages of the process?

JW:That is the big thing I work on. It really depends on
what kinds of attack you are dealing with. That is the argu‐
ment I made around a lot of financially-motivated cybercri‐
mes. It is easier to focus on that monetization stage. And if
you are trying to interrupt, there are only a few ways to make
money out of stolen data– either you are going to sell it or
you are going to use it.

FSR: I think you have written about this regarding credit
card fraud, right?

JW: Exactly. I think the espionage is more complicated. Look
at the Equifax breach, we think the government of China has
information on 147 million people, but no one really knows

Fletcher Security Review (FSR): Professor Wolff, thank
you very much for speaking with us today. To begin, can you
start by explaining what cybersecurity as a discipline means
for you?

Josephine Wol (JW): I think my focus has always been on
looking at the intersection of technical, social, legal, and poli‐
cy levers around cybersecurity. One of the questions that has
always been very interesting to me is “Who do we hold re‐
sponsible when something goes wrong with cybersecurity?”
While that is a technical question—because often when so‐
mething goes wrong, there is a technical component since
you are dealing with a computer and the Internet—it also
very much has to do with what our liability regimes say, what
our policies say, what our social norms and expectations say
about who we hold accountable and who is expected to pay
for the damage. So for me, I think cybersecurity is about try‐
ing to understand what we mean when we talk about the "se‐
cure Internet,” what it looks like to have a secure Internet,
and who we hold responsible for all the different components
of how you get there. To whom do we say “It’s your job not
to answer the phishing emails,” or “It’s your job to look for
bug traffic on the network.” How do we piece together that
entirely complicated ecosystem of different stakeholders, and
how do we identify what their different roles and responsibili‐
ties should be?

FSR:Are liability regimes different for different kinds of inci‐
dents?

JW: Absolutely. Think about the different kinds of things
that can go wrong in cybersecurity. For example, right now
we have a lot of ransomware attacks, where somebody will en‐
crypt a hard drive or even get an entire organization or city’s
hard drive, and the victim will be unable to access any of their
data held captive for an extortion demand, usually for digital
currency payment. The questions here should be about who
should be responsible, who should pay for that, how do we
cover those costs, and how do we deal with it. But it is totally
different than what happens if there is a big data breach, like
with Equifax, where 147 million people’s data got stolen.
Who we hold accountable and how we deal with it is totally
different if we are looking at something like a denial-of-service
attack, when you are bombarding a server with so many pac‐
kets that it goes down. That is technically a very different
thing, but it is also very different in terms of the policy space.

FSR: In the case of Equifax, we run into some tricky issues:
we do not know how the stolen data will be used, the cost of
the harm is hard to measure, and we are incapable of putting
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we deal with money moving around, or how we deal with sto‐
len secrets being used, and these really require looking at the
end goals of the attackers.

FSR: Is there any clear-cut or distinct line between economic
espionage and political espionage?

JW: It is a really good question. I have a lot of trouble with it.
I think there are some cases where it is really clear cut. There
are two examples I usually use because they happened around
the same time and they are both attributed to the Chinese go‐
vernment. The first is the 2015 Office of Personnel Manage‐
ment breach, in which information, like security clearance in‐
formation for millions of current and former U.S. federal em‐
ployees, was stolen along with their fingerprints. This is very
useful political espionage information—you would know
everything about everyone who is working for the U.S. go‐
vernment. While it is attributed to China, there is no indict‐
ment. There is none of this legal song and dance because it is
political espionage; the United States tries to draw this line
between economic and political espionage. Right around that
moment, about a year earlier, they filed this indictment with
Westinghouse, U.S. Steel, and all those other allegations.
Their contention was that this is not like the good kind of
espionage that we all do. This crossed a line because it is a go‐
vernment stealing intellectual property on behalf of its own
domestic businesses. So, if the example is stealing nuclear po‐
wer plans, that is economic espionage, but stealing informa‐
tion about the United States and U.S. government employees
and spies, that is political espionage. Then you look at some‐
thing like Equifax though, and there are charges of economic
espionage in that indictment, but it is not obvious to me that
personal information about 147 million people is an econo‐
mic advantage as opposed to a political one. So I think you do
start to see some blurring, especially when you have a country
like China, where the distinction between state and commer‐
ce is not as clear.

what they want to do with it. They probably want to steal
money, because that is usually what the Chinese government
does. WithWestinghouse, we have a slightly clearer sense that
they were stealing the piping plan for their nuclear power
plant, because they probably want to make a nuclear power
plant themselves or sell that kind of intellectual property. But
it is harder to determine what is going on in the case of Equi‐
fax.

FSR: In your book, you sort cybersecurity breaches into th‐
ree categories according to the motives of attackers—financial
gains, espionage, and revenge. What are the reasons for these
classifications?

JW: I did that because I am interested in these later stages of
intervention, which are often where policy and legal efforts
are focused. Figuring out how to interrupt monetization is
really only a relevant question if the criminal was trying to
make money. My theory is that these later stages of attacks are
based predominantly on the overarching motivation for the
perpetrator, so that's why I divide them by motivation. Is
your motivation that you want to steal money? Is your moti‐
vation that you want to conduct espionage? Is your motiva‐
tion that you want to publicly shame or exact revenge on
your target in some more nebulous way? One of the things I
found useful about doing this was it allows us to stop looking
at these incidents purely through the technical lens and say‐
ing, “These are all phishing attacks, because phishing can be
used for all of these.” The tech techniques are absolutely inte‐
resting—all of those technical access points—and I think tho‐
se are all important things to think about. How do we do a
better job of dealing with phishing? How do we deal with all
these technical vulnerabilities? But I think that organizing in‐
cidents that way is less useful if you are interested in the poli‐
cy piece, because policy is probably not how we are going to
stop phishing, right? That is not the thing that law enforce‐
ment or governments are going to turn out to be really good
at. What they are going to be good at is thinking about how

Suffolk, VA, U.S.A. CAPT Julia Slattery, commanding officer of Navy Cyber Defense Operations Command (NCDOC), answers
questions about the Equifax breach. (Rebecca Siders / Public Domain)
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“It always depends on what platforms people are using. In the 2016 election, there were a lot of people on Facebook and
Twitter...” - Dr. Josphine Wolff (Graphic by VOA News / Public Domain)

allowed to sell their products or their services in the United
States.” We have not seen very clear economic sanctions of
that kind. What we have seen are a couple of these indictmen‐
ts in the name-and-shame strategy. I think there is value to
doing that not because it seems to deter China from conduc‐
ting espionage, but because I think there is value in publici‐
zing what their tactics are and how they do what they do for
defensive purposes. I think right now, especially when the
United States is very focused on trying to convince other
countries not to use Huawei and all these other things, there
is some value in the signaling that these indictments provide:
“Look at what China is doing. Be aware of that.” So I think
there is some value in those responses, but I do not know
how effective they will be. The last time we did this in 2014,
the United States filed an indictment against several People’s
Liberation Army officers for espionage. Then there was a
summit between President Obama and President Xi and the‐
re actually was some improvement in the espionage relation‐
ship between the two countries. And then we had a new ad‐
ministration, and that progress deteriorated very quickly. So
it is very cyclical; it is not clear that these are long-lasting
agreements.

FSR: I suppose there is no blueprint behind the U.S. strategy.

JW: Yes, we do not have a very good guide for how to do this,
I would agree.

FSR: Let's move on to the propaganda and misinformation
campaigns. We know that Russia and China have actively en‐
gaged in recent efforts to interfere with democratic elections.
How and through which channels does this work? For exam‐
ple, China used cyber operations to help a pro-Beijing candi‐
date win a local election in Taiwan in 2018.

JW: I think it is always changing. It always depends on what
platforms people are using. In the 2016 election, there were a
lot of people on Facebook and Twitter, so that was where the

FSR: For example, companies like Huawei, which is mostly
controlled by the Chinese government, right?

JW: Exactly, so I think it is neither obvious to them nor peo‐
ple who look at their system. Of course, there is this clear divi‐
ding line between “this is what we do for the government and
this is what we do for our industry.” The United States has
pushed really hard for the norm that economic espionage is
not okay in the international system while political espionage
is, but I would say they have not been very successful. I think
it is often complicated depending on the structure of a coun‐
try and the structure of its private sector. I do not think there
is any kind of international consensus on whether one form is
okay as the cyberspace norm while the other is not.

FSR: Given the dense linkages between the United States and
China, how can the U.S. government prevent or mitigate the
Chinese espionage effort?

JW: It is a great question. I wish I had a better answer to it. I
think there are economic consequences that could be mea‐
ningful. I think it is part of the trade war that we have just
seen between the United States and China, but it is only one
part of a much messier situation between the two countries.
It is hard to say howmuch of that is about economic espiona‐
ge versus everything else that is going on. I do think economic
consequences for economic espionage makes sense. I think
that is one way of trying to impose penalties, especially when
you are dealing with China, which cares very much about its
economic growth. The problem is that for it to be effective,
the United States has to impose consequences in a very clear
and consistent way, which is not how they have done it to this
point, right? Everything that we have just seen in the past year
or so between the United States and China has been so messy,
raising questions like, “Why is the United States doing this?
What do they want?” For penalties to work, I think the eco‐
nomic consequences have to be, “Okay, this company took
this piece of intellectual property, and therefore they are not
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using our platforms, are we really supposed to figure out eve‐
ry stupid lie that one of them is posting?” I think it is certain‐
ly fair to say they could do more than they have. I also get why
Facebook is not eager to get into the business of deciding whi‐
ch political ads are true and which ones are false, because as
soon as they start doing that they start alienating certain
groups of people, which they are clearly very concerned about
because they want their user base to be as large as possible.

FSR: It is a tricky problem to address.

JW: These are not companies run by people who wanted or
intended to be making political or policy decisions. These are
people who wanted to build technology.

FSR: It is difficult to strike a balance between personaliza‐
tion and privacy. Tech companies have long tried to personali‐
ze their services and offer tailored content for users, but per‐
sonalization comes at the cost of privacy.

JW: Yes, I think the personalization question is very compli‐
cated because it depends on what you are personalizing. Most
of what we see in this space is personalized ads and it is not
clear there is really any benefit to the consumer from that per‐
sonalization. Unless they are showing you something that you
really want to buy, I suppose.

FSR: But what about Netflix and Spotify, for example, using
recommendation algorithms to build loyalty followings?

JW: Yes, and there is maybe more benefit to you to have some
of those recommendations that might actually help you find
something you did not know about that you really enjoyed.
So I do not think all personalization is bad by any means. I
think one of the trends we are seeing, especially in the Euro‐
pean Union, is toward a little bit more control over how your
data is used and what kind of data is being used for that per‐

Russian misinformation campaigns were. I think as those
platforms change, you will probably see the misinformation
tactics change as well. I will say I know less about China's mi‐
sinformation involvement. My sense is that it is more inter‐
nally focused, that it is more about providing misinformation
to people within China, than it is about persuading people
outside of China. I know there was a Facebook release about
posts that the Chinese government likes.

FSR: There are many fake accounts that have been spreading
fake news around Taiwan.

JW: So I guess internally—I mean mainland China, Taiwan,
Hong Kong—that there has been a fair bit of interest in that
area, but I don't know of examples that are akin to the Rus‐
sian involvement in the U.S. election in which China's trying
to influence the outcome. I think that is a really interesting
case of a combination of cybercrime and social media mani‐
pulation. There is real criminal activity that happened, like
stealing information from the Democratic National Commit‐
tee, and then it is coupled with this campaign that is largely
protected under free speech protections in this country. So
you get this complicated collision between what is free speech
on these platforms and what is the obligation of these compa‐
nies to regulate whether the things that are said on them are
actually true, which is a pretty big obligation for platforms
the size of Twitter or Facebook. That is a lot of material that
they are going to be expected to vet, and then there is the ad‐
ded complicating layer of the ads from which they make mo‐
ney. I think there are a lot of questions about who is responsi‐
ble for what, and all of them come back to this question:
“What do we expect our platforms to take care of in terms of
misinformation?”

I have a lot of sympathy for people who feel that those com‐
panies could do more and I also have some sympathy for the
companies, which feel like, “There are millions of people

Most popular social networking site by country 2019. Data sourced from Alexa’s Top 500 Sites. (Christoph Friedrich / CC BY-SA 4.0)
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“...we see very different behavior out of the different countries. Ireland so far has not issued a single fine under the GDPR, but
many countries, such as the UK and France, have.” - Dr. Josephine Wolff (Graphic by Dooffy Design / Public Domain)

JW:We don't know yet, because we do not know what Ire‐
land is ultimately going to do. I think there are also differen‐
ces, like the fact that the French Data Protection Agency, I
believe, gets to keep the money that it fines to fund the agen‐
cy, whereas the German data protection agencies do not. So
that is a very different incentive for howmuch you are going
to fine and all of the structures are a little bit different from
country to country. It is, I think understandably, a little bit
hard for companies to keep up with all of them and figure out
how to navigate everything, even though it is all one regula‐
tion at the EU level.

FSR: But some big tech companies are not afraid of being fi‐
ned, compared with the benefits of flouting those laws and
rules.

JW: I think that is fair. I think a lot of the fines are small
enough that the big tech firms would not care too much.
GDPR does enable fines of up to 4% of annual revenue, whi‐
ch is quite a lot of money for a large tech company. But yet,
we have not seen a Google or Facebook fined 4% of their reve‐
nue. That would be an unheard of fine in this space. But one
of the points of GDPRwas to leave that option on the table.
And so far, the largest fine we have seen is to Google for 50
million euros, which is much less than 4% of its revenue.

FSR:Now the EU Commission is exploring what a post-
GDPRworld might look like. Its emphasis seems to shift
from stopping bad companies from doing bad things to acti‐
vely encouraging good companies to do things.

JW: I think there is a mix from data protection agency to data
protection agency. I do think it is true that a lot of the GDPR
enforcement we have seen has not been looking at what hap‐
pens when things go wrong when there is a data breach, but
rather how clear is your privacy policy? Howmuch are you
obeying the spirit of the GDPR and the transparency in use
restrictions, which is definitely a shift from the previous regu‐
latory regime and also a shift from the regulation that hap‐

sonalization. I think on the whole, that is a good thing. For
example, the General Data Protection Regulation (GDPR) is
intended to give you a little bit more autonomy and a little bit
more transparency.

FSR: But the core principle of GDPR, which is user consent,
cannot be considered meaningful if they do not enjoy genui‐
ne choice.

JW: I think that is one of the drawbacks. And one of the dra‐
wbacks is that when you are trying to get somewhere on the
internet, you do not want to stop and read a long message
that somebody is flashing at you on the screen, you just click
“OK” and you move on. I think all of those are real obstacles:
Do you really have the choice to opt in? Did you really pay
any attention to the information? And if you did pay atten‐
tion, was there really anything very specific or detailed in the‐
re that told you anything more than, “We use your informa‐
tion to improve our services” and whatever else? I think the
principle is a good one and the direction is a positive one, but
I think we still have a lot of implementation details to work
out.

FSR: And the enforcement is also patchy because there are 28
countries, right?

JW: Absolutely. There are even more data protection agen‐
cies than that, because some countries have multiple data pro‐
tection agencies and each of them has its own agenda and its
own decision-making authorities, and they do not really coor‐
dinate. In the sense that the European Union passed the
GDPR, it is a regulation at the level of all of them, but each
country has to implement it individually. And we see very
different behavior out of the different countries. Ireland so far
has not issued a single fine under the GDPR, but many coun‐
tries, such as the UK and France, have.

FSR: Does France have more stringent requirements?
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ble for that? That is a simpler question than if there is a de‐
nial-of-service attack or a data breach that touched 15 diffe‐
rent stakeholders. Then who is to blame?

FSR: I think they just want to pass the buck. They just do
not want to take the responsibility.

JW: Yes, but it requires thinking about liability in a more
complicated way. It requires thinking about liability in a way
that says, “Look, there is not one responsible party, there are a
bunch of responsible parties who all had certain obligations
in certain ways.” And that is really hard to do. That requires
more complicated liability policy, and that is not something
that is easy for them or is easy for the courts to do in the ab‐
sence of their policy, I would say.

FSR:We often see policies and laws that have struggled to
keep up with technical advances. Given the fact that cyber‐
space is dominated by mostly private actors, it seems that it is
better to let private firms take the lead and regulate themsel‐
ves.

JW: They always like self-regulation. I would say that self-re‐
gulation is really hard in the liability space because if you ask a
company, “How would you self-regulate for liability?” Mostly
they will say, “Well, we would self-regulate, but put the liabili‐
ty on somebody else.”

FSR: Are there any voluntary initiatives or codes of conduct?

JW: We have had some codes of conduct, for instance
around bots, and there was something called the anti-bot
code of conduct for Internet service providers, such as the In‐
teractive Simulation Package. They do not work very well, on
the whole. It is one thing to say here is a voluntary code of
conduct for security, it is another to actually get anybody on
board with following it. We have seen a lot of this breakdown.
So I think there is truth to the idea that the private sector is
really important in this space and that they have a lot of valua‐

pens in the United States around data privacy and security.

FSR: In terms of liability, can you talk more about the re‐
spective roles of state and non-state actors in preventing cy‐
bersecurity breaches?

JW: I think when it when it comes to thinking about liability,
the role of the state is to try and make things clear, to try and
say, “the internet service providers are responsible for doing
this, the retailers collecting people's data and payment infor‐
mation are responsible for doing this, and the individual users
are responsible for doing this.” And there has not been a lot
of that clarity. We have seen some progress, but most of it has
come at us in a sort of piecemeal, case-by-case way. I think this
is because when you are dealing with the Internet, you have
such a complicated ecosystem, right? There are so many diffe‐
rent kinds of companies involved. When you send packets
over the Internet, you have an Internet service provider,
usually multiple service providers, who are carrying those pac‐
kets. If you are buying something, you have a platform like
Amazon or Facebook that you are using to make the purchase
through. So there are all these different companies involved
and it is understandable that unless there is some sort of clear
policy and legal precedent around who is responsible for
what, all of them are going to kind of feel like this could be
somebody else's job.

FSR:We do not have many precedents to look for, right?

JW: There are more than there used to be. A lot of what I do
is look at some of those incidents and say, “Okay, when there
is a big data breach of payment card numbers, what does the
retailer pay for? What does the credit card company pay for?
What do banks pay for? How do we split that up over all the
different actors involved?” But it is a complicated setup, and I
think the messiness of it, the fact that all of these companies
are so interconnected online, makes it harder than if you are,
for instance, thinking about your car. If there is a car manu‐
facturer and the cars turn out to be defective, who is responsi‐

Screenshot of the Petya ransomware demand. (Unknown / Public Domain)
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not have every country or almost every country on board with
that as a norm, then all the cyber criminals are operating out
of Russia and the United States can issue as many indictmen‐
ts or charges as it wants, but nothing is going to happen be‐
cause there is no cooperation there. So I think the global In‐
ternet governance challenges have largely boiled down to the
fact that there is just not actually consensus on what we want
the Internet to look like and what we think the priorities are
for security. As long as there are a few holdout countries say‐
ing “We are going to do things our way and not your way,” it
is really hard. If everybody has different ideas about this, we
do not have a lot of time to figure out whose ideas are better.

FSR: Speaking of the United States, it seems that they have
no robust regulatory regimes in terms of preventing cyberse‐
curity breaches.

JW:The United States does not have comprehensive cyberse‐
curity regulation in any way. They have bits and pieces that
relate to certain types of data. For instance, there is a law
around children's data and how that needs to be protected
and collected, there is a law around health data, and some
laws around financial data, but there is nothing that is the
equivalent to the GDPR that says, “Here is our regime for
data protection across the board.”

FSR: But there is an act called the Computer Fraud and
Abuse Act (CFAA).

JW: But that is not a data protection law. That is about illegal
hacking. The Computer Fraud and Abuse Act says, “If you
access computers without authorization or an excessive au‐
thorization, that is illegal,” which is a complicated thing be‐
cause it raises a lot of questions about when you are authori‐
zed to access computers. There is a whole body of case law
out there in which people try to figure out what is illegal hac‐
king, but that law is meant to go after criminals, which only
works as long as you can actually get those criminals—when
you can actually arrest them and bring them to trial. Someti‐
mes you can, but not always in the Internet ocean. There are
plenty of people tried under the CFAA, but there are plenty
of people that are not.

ble input to give. But I ammore wary of self-regulation, espe‐
cially when it comes to security and liability, because I think
that is the way that you get to the situation where everybody
is pointing to somebody else and saying, “This was not our
fault. This was the service provider. This was the content pro‐
vider, this was the DNS operators,” and there is always some‐
body else to point to.

I think part of what has been complicated about liability in
the space is that companies are very wary of assuming any vo‐
luntary responsibility because then they will be the only one
who does. Governments will start to look to them and say,
“This is your fault. You said you were going to be responsible
for this." There is a first-mover problem—nobody wants to
be the first type of company to step up and say, “We are going
to take responsibility for battling bots.” Again, I have a lot of
sympathy for that, but I think the solution, or part of the so‐
lution, has to be this carving up of the responsibility and say‐
ing, “Okay, you are responsible for looking at malicious
traffic, because that is something you can do really well. You
are responsible for looking at fraudulent payment transac‐
tions because you are a payment processor, and you have a lot
of insight into that. You are responsible for looking at vulne‐
rabilities in software because you are a software manufactu‐
rer.”

FSR: Is there any regime that has been built before?

JW:Well, the way it is usually done is that as things happen,
you start to sort it out incident by incident and a certain
amount of that is always going to be the case, because every
incident is a little different. But I think we could provide clea‐
rer guidance than we do currently.

FSR: Can you talk a little bit more about global Internet coo‐
peration and governance, and some of the challenges there?

JW: I would say the biggest overall challenge is that different
countries have very different ideas about what a secure Inter‐
net will look like. Until you have some consensus around
that, you cannot really work toward it as a common goal. For
instance, an example would be around cybercrime. The Uni‐
ted States and many other countries would say a secure Inter‐
net is one where it is very difficult to commit cybercrimes and
when you do, it is possible to catch you and put you on trial.
That has not really been the stance of say Russia, which is a
place where many very powerful, very wealthy cybercrime
syndicates operate. Because it is a global network, if you do


