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As electrification has come 
to drive all commerce and 
government, making it a 
key element of the country’s 
national security, what is 
the best way to protect the 
grid from terrorist, weather, 
or cyber-related threats or 
attacks?
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 In the last few years, Washington has been 
preoccupied with a debate about the security of the na-
tion’s electric grid. The debate is as old as the grid itself: 
as electrification has come to drive all commerce and 
government, making it a key element of the country’s 
national security, what is the best way to protect the 
grid from terrorist, weather, or cyber-related threats or 
attacks? 

As with most things of a political nature, where you 
stand depends on where you sit.

Proponents of coal, oil, and nuclear make the argu-
ment that traditional large-scale power plants are not 
only vital to grid stability, but also that this centralized 
generation model is the only economically or techno-
logically feasible option.1 It’s an old argument wrapped 
in new national security rhetoric, and it’s increasingly 
straining against the facts. More and more analysis 
and real-life examples show that distributed renewable 
energy, combined with energy storage technologies, can 
provide reliable power more affordably and reliably than 
the centralized generation alternatives.

The argument in favor of large-scale power plants is also 
based on incorrect assumptions about the true nature of 
grid stability. According to a recent study: 

The vast majority of outages across the power system are 
caused by weather events rather than generation-level 
failures (including fuel supply failures). Furthermore, 
most outages caused by natural events harm electric 
T&D transmission and distribution assets in common 
ways, leading to the conclusion that the most practical 
way to improve resilience and reliability is to address 
T&D and grid operations rather than generation and 
fuel issues.2  

In other words, the real threats – and solutions – to grid 
security occur not at the central generation level but at 
the local distribution level. 

The U.S. electrical distribution system is a massive, out-

dated, and extremely fragile web of poles and wires. It 
is vulnerable not only to weather, but also to car crashes 
and squirrels. One small incident can cause a large and 
prolonged blackout. In the much less likely scenario of 
a terrorist attack on the electrical grid, the target would 
not be the distribution system but rather at the central 
generation or substation level, for maximum impact and 
ease of targeting.3 In both scenarios, whether an outage 
is accidental or intentional, the centralized nature of our 
grid is a serious liability.   

The best solution to the national security problem posed 
by power outages is the new field of distributed “resil-
ient power.

WHAT IS RESILIENT POWER? 

“Resilient power” is the ability to provide continuous, 
reliable power to critical facilities and services if the 
main grid goes down. In order to be truly resilient, the 
energy generation should be clean and affordable. 

Resilient power systems include the following elements:  

• Distributed generation. Smaller-scale clean energy 
resources located at, or near, the sites where the 
power will be used. Reduced transmission distance 
is both more affordable and more secure. Energy 
sources can include renewables like solar or wind or 
combined heat and power (CHP) systems.4  

• Energy storage. Energy storage is often called the 
“holy grail” of the clean energy revolution for a 
good reason: it allows us to store clean solar and 
wind power for use when the sun isn’t shining, and 
the wind isn’t blowing. This is both an environmen-
tal and economic win. 

• Smart grid technology. This includes the ability for 
building energy systems to act as a “microgrid” by 
islanding and disconnecting from the main grid, the 
ability to use energy storage for grid services, as well 
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as the ability to protect from cyberattacks. 

HOW RESILIENT POWER SYSTEMS WORK

One of the most economically resilient power technol-
ogy combinations is a solar photovoltaic system (PV), 
combined with energy storage (solar + storage).  

When the main grid is functioning normally, the solar 
panels will generate power during daylight hours. The 
battery storage system will save excess generation for use 
during a power outage and be deployed for electric bills 
savings and monetizable grid services at strategic times.5

During the event of an outage, the solar + storage sys-
tem will disconnect from the grid, allowing it to safely 
supply power to critical building loads, such as heating, 
common area lighting, or refrigeration. These “microg-
rid” systems can also be completely independent from 
the main grid, allowing the energy systems to provide 
100 percent of a building’s power needs at all times. 

In the town of Sterling, Massachusetts, a solar + stor-
age microgrid can power the town’s police station and 
emergency first responder facility for up to 12 days in 
the event of a grid outage. Besides the benefits to com-
munity safety, the Sterling microgrid also has excellent 
economics, saving ratepayers USD 400,000 per year.6 

Energy storage systems paired with other renewable 
technologies function similarly to solar + storage sys-
tems and provide a similar range of benefits. For exam-
ple, the remote island community of Kodiak, Alaska 
relies on a wind+ hydro+ storage microgrid for clean, 
resilient, and affordable power.7

HOW RESILIENT POWER ENHANCES 
SECURITY AND SAVINGS 

Resilient power technologies could benefit almost 
any facility type, from Walmart8 to the U.S. military, 
but they are also well suited for facilities that support 
low-income and vulnerable populations (affordable 
housing, nursing homes), medical facilities (clinics, hos-
pitals), and other critical community resources (fire sta-
tions, emergency shelters, wastewater treatment plants) 
where prolonged power outages could be catastrophic to 
local communities.9 

Resilient power technologies make economic sense for 
many commercial customers, but not all – though the 
economics are greatly improved when the avoided costs 
of power outages are considered.10 These costs can be 
substantial; power outages from Hurricane Sandy cost 
an estimated USD 27-52 billion in economic losses, 
including lost wages, spoiled inventory, and damage to 
the grid.11

HOW STATE AND LOCAL POLICY IS HELPING 
THE TRANSITION TO RESILIENT POWER 

Following Hurricane Sandy’s historic destruction and 
outages, states and municipalities began to develop 
programs to encourage the development of resilient 
power projects in their communities. Examples of state 
programs include the Massachusetts Community Clean 
Energy Resiliency Initiative,12 Maryland’s Community 
Resiliency Hub Grant Program,13 and Puerto Rico’s 
Disaster Recovery Action Plan.14 Successful programs 
share many of the following elements: recognition 
of the importance of providing critical services in an 
emergency, prioritization of low income and otherwise 
vulnerable communities, provision of adequate funding 
and technical assistance, and support for a variety of use 
cases. 

Policymakers take note: as disasters like Sandy and Ma-
ria become the new normal, the economic and human-



82

Samantha Donalds serves as Communications Coordinator for Clean Energy Group and Clean Energy States Alliance 
(CESA). Her responsibilities include coordinating the production of webinars and e-newsletters for both organizations; 
managing content for CEG and CESA’s social media accounts; developing press releases and other media outreach 
materials; and assisting with publications and events. Samantha produces two of CESA’s monthly newsletters, The 
CESA Brief and the CESA Members Newsletter. She also serves as webmaster for CEG and CESA websites. Saman-
tha previously worked as an administrator at Fairewinds Energy Education, a nuclear safety advocacy non-profit in 
Burlington, Vermont. She has also worked as a research assistant in the environmental studies department at Brown 
University, where she researched fisheries projects in West Africa and compiled historic climate and fisheries data from 
southern New England. Samantha graduated cum laude from Mount Holyoke College with a B.A. in Environmental 
Studies and a minor in French. Samantha is currently pursuing a Masters in Energy Regulation and Law at Vermont 
Law School.

Samantha Donalds

itarian case for resilient power will only become more 
potent. To lessen the devastation and economic impacts 
from future power outages, we need a new definition 
of national strategy to include a resilient, distributed 
model of grid security.  
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